Water quality management is a key area to guarantee drinking water safety to users. This task is based on disinfection techniques, such as chlorination, applied to the drinking water network to prevent the growth of microorganisms present in the water. The continuous monitoring of water quality parameters is fundamental to assess the sanitary conditions of the drinking water and to detect unexpected events. The whole process is based on the assumption that the information retrieved from quality sensors is totally reliable, but due to the complexity of the calibration and maintenance of these chemical sensors, several factors affect the accuracy of the raw data collected.
INTRODUCTION
One of the main tasks of the water utilities (WU) is to transport and supply drinking water to users throughout water distribution systems (WDS). Two of the WU's main areas of concern are, on the one hand, the operations department, to manage hydraulic infrastructure (e.g., pumping stations, reservoirs, pipes, etc.), and on the other hand, the water quality control department, to manage drinking water safety. Furthermore, different legal frameworks regulate the quality of drinking water supplied. the other hand, the chlorine reacts at the pipe wall, known as biofilm (a group of microorganisms adhered to the pipes' surface).
The chlorine in the water drops exponentially as follows:
where C(t) is the chlorine concentration (mg/L) at the instant t, C 0 is the initial chlorine concentration and T the time interval since the injection.
Thus, in order to keep residual chlorine in the water distribution network after a certain time T, it is necessary to inject a certain chlorine dose C 0 . The chlorine injection, usually done in the reservoirs, is regulated by an automatic controller, where a feedback control loop (typically based on a proportional-integral-derivative controller) (Figure 1) , injects a quantity of chlorine u determined by the error e between the concentration reference r and the measured chlorine concentration y m .
The WU monitors the water quality parameters with online water quality sensors (multi-parametric and single-parametric) installed along the water transport and distribution networks. The most common water quality parameters monitored on-line are conductivity, temperature, pH and chlorine. Other interesting parameters, such as total organic carbon (TOC), are well-known indicators of water quality.
Moreover, laboratory analyses of water samples taken from different points of the network are essential to analyse biological and chemical components unobserved by the on-line sensors, or even to contrast them against on-line observations.
Quality sensors require a specific calibration planning prescribed by the manufacturer depending on the sensor model to guarantee the reliability of the observations.
Moreover, a preventive maintenance planning (e.g., bimonthly or quarterly) is also specified by the manufacturer to preserve data reliability.
Even though applying preventive planning, these quality sensors could be affected by several problems, such as the ones listed in Table 1 . Thus, a corrective planning is always required to solve these unexpected problems affecting the sensors' reliability. Hence, data-driven approaches are very interesting in this case and therefore widely used.
In addition, a major drawback, in general, of the existing approaches to detect drinking water quality events is that they are based on the assumption that data gathered from these sensors are accurate and precise. However, as we have pointed out, raw data from quality sensors might not be ready for analysis or to draw solid conclusions. Unreliable water quality information is a serious problem for the WU in the quest to guarantee a water supply that assures the users' health.
Hence, the main motivation of this work is to provide a data analytics methodology for monitoring quality sensors and events applicable to drinking water networks, such as those mentioned before.
The contributions of this work are two-fold. On the one hand, this work provides a methodology to get a solid information basis, discarding unreliable data, to improve the decision-making of the WU in water quality management.
On the other hand, a set of indicators is provided that allow improvement of preventive planning, reducing the number of expensive corrective actions.
This work is focused on the application of the proposed methodology to solve the problem of quality events and unreliable sensors' detection in a real WU with on-line monitored water quality parameters. In particular, the proposed methodology has been satisfactorily tested on the Barcelona drinking water network.
CASE STUDY
The case study, used to illustrate the proposed methodology for monitoring quality sensors and events, is based on the Barcelona drinking water network. The Barcelona drinking water network is a complex WDS of over 4,600 km that supplies drinking water to 218 demand sectors. In this WDS, thousands of sensors are installed throughout the network to know with precision the hydraulic state of the network in order to control and manage it efficiently. In addition, quality sensors and analysers are installed to handle the water quality control.
For illustrative purposes, this paper is focused on that part of the network depicted in Figure 2 . The water supply for this zone can come from two different water sources:
the rivers Ter and Llobregat. It has been carefully selected with the help of the network managers, as it presents typical issues affecting the entire network.
The tank collects water to satisfy the three demand sectors. A chlorination process is continuously undertaken in this tank based on an actuator (chlorine injection), a chlorine analyser and some reference given by the WU's operators. At the entrance to each demand sector, a multiparameter water quality sensor is installed to monitor and control the quality of the supplied water.
The WU collects hourly observations from multi-parameter sensors and 15-minute observations from chlorine analysers. The parameters observed are temperature, conductivity, pH and chlorine. The single-parameter sensors measure chlorine.
The water quality data collected are analysed by the experts using a visualization software to check for any existing quality event or sensor problem. Another software system allows the experts to contrast field samples analysed in the laboratory against the data collected from the sensors.
The methodology, presented next, has been inspired by the knowledge of the experts to analyse, check and even forecast problems in the water quality system.
METHODOLOGY
The methodology described in this section describes and analyses the procedure followed to obtain a robust decision regarding the two monitoring objectives. As we discussed before, the first objective is to detect changes in the water quality parameters that can compromise the safety of the water supplied, and the second objective is to discriminate whether the problem detected is a real change in the water quality parameters or whether it has been generated by unreliable observations due to some of the problems presented in Table 1 .
Data pipeline
The methodology is based on a data pipeline of four steps, depicted in Figure 3 . These steps are divided into two blocks by a dashed line: on-line and off-line. The training and validation stages are required to initialize and calibrate the models with historical data. Once the models are calibrated, the on-line stages are able to process, computationally efficiently, new incoming data streams.
First, a pre-processing stage prepares and cleans the raw data: remove the noise, remove outliers, establish a regular sampling time and apply some transformations (differencing and standardizing). Then, a training stage builds the models of the methodology, detailed next, using a given training data set, in order to characterize the normal state of the system. Using these models, a validation stage is executed on an independent data set (validation data set) to quantify the fitness of the models to the real behaviour and to determine the thresholds of the models. Finally, the testing stage runs the models on a test data set. This data set, based on historical data, includes events. Hence, a performance evaluation to detect real sensor faults and quality events can be performed, as we will show in the 'Results' section.
Note that calibration and validation stages use independent data sets to avoid common problems when fitting a model (e.g., over-fitting).
As mentioned above, in the pre-processing stage, we first remove the outliers from the hourly observations y(t) collected by the WU. We define an outlier as any observation more than three times interquartile ranges (IQRs) above the third quartile.
The next step standardizes the data with Z-score scaling of each quality parameter observed:
The resulting signal has null mean and one as standard deviation. Then, a moving average with a sliding window of length n is applied to filter the noise:
Finally, the differences between observations are computed (i.e., differencing) to make each time series stationary:
In this work, we have considered two types of models This is a fair assumption, given that the WU installs highend chlorine analysers in tanks and more common quality sensors in the distribution network.
TSM
The TSM based on the Holt-Winters (Winters ) method for a time series with length L is:
where a(t), b(t) and s(t) are updated by:
where the parameters α, β and γ are obtained by minimizing the squared one-step prediction error using the training data.
Thus, a TS modelŶ p s is obtained per each water quality parameter p observed for each sensor s. The following residual from the measured signal and the prediction allows changes to be detected:
The multivariate distance algorithm (McKenna et al. ) allows changes to be dectected in a group of parameters. In this work, the group of parameters are the ones measured by each multi-parameter device. The MV is expressed as:
where Y j is the mean value of the parameter j.
ANNs have been widely used in modelling time series in water networks, for example, water demands (Wu et al. The inputs of the ANN are the previous chlorine observationŝ y(t) ¼ f(y(t À 1), y(t À 2), . . . , y(t À N)). Then, the residual is expressed as follows r ANN (t) ¼ŷ(t) À y(t) 
SM Two spatial relations are considered in this methodology:
the predecessor rule (PD) and the divergence measure (DV).
As mentioned before, it is not possible to observe an increase in the chlorine concentration at the sensor Y s (t), placed in a demand sector, if this event is not observed first by the sensor Y r (t), located in the tank. This simple statement is expressed in the following relation using the standardization process (Equation (2)):
Hence, the residual of the PD can be formulated as follows:
This residual is first evaluated in normal conditions (without faults) to establish a threshold. Hence, we can compare the residual computed on-line against the threshold to detect a divergence between a reference sensor r and a spatially linked sensor s.
Furthermore, there are hydraulic configurations presenting various spatially related sensors. In this situation, the observations collected of the same magnitude from different sensors should converge. Thus, we can generalize (Equation (12)) to measure the convergence between various hydraulically linked sensors:
It must be noted that the conclusions obtained from this model will be wrong or meaningless if two or more sensors are observing inaccurate data at the same time. For this reason, this model is discarded from the methodology.
Fault diagnosis
Using any of the proposed models alone, it will only be possible to detect that something unexpected, based on the historical knowledge, has occurred. However, it will not be possible to distinguish whether the problem is a sensor fault or a quality event.
In particular, the Holt-Winters TSM, MV and ANN models are able to detect unexpected changes in the quality for (Equation (7)) and (Equation (9)) are estimated based on the following expression:
where Q 1 and Q 3 are the first and third quartiles, respectively, and IQR x is the interquartile range (the difference between the third and first quartiles) obtained from the residuals of the validation data set.
The upper bound of (Equation (12)) (note that the residuals are squared) is:
where C is the constant that defines the sensitivity of the model and r x ∈ {r DV , r PD } using the validation data set.
The fault diagnosis system can be formalized as a discreteevent system. Figure 5 presents the state diagram. From the normal state there are two possible outcomes: a quality event or a sensor fault. When a sensor fault is detected, a maintenance operation is performed. A quality event can be caused by an intended action (e.g., hydraulic action, chlorine reference change) or by some unexpected infiltration.
The states are characterized in Table 2 as a function of the activation of model-based tests, except the calibration state, which is clearly known by the WU maintenance department.
As detailed in 
RESULTS
In this section, results based on the Barcelona case study, previously detailed, are presented to show the performance of the methodology proposed in this work.
The data used to generate the results come from the multi-parametric (chlorine, pH, temperature and conductivity) sensors (0794, 0795 and 0801), the chlorine analyser X127701D and the events reported by the WU experts to the maintenance department (detailed in Figure 2 ).
The historical data of events allow us to analyse the performance of our diagnosis approach. The performance measure selected is the anticipation in days and the false alarms' rate.
A 1-year data set has been divided into three independent subsets: a training set (1 month of data) is used to calibrate the models, a validation set (15 days) is used to analyse how the model generalizes with new data, and finally, a test set (7 months) is used to show the performance of each model detailed in the methodology. We assume that the training and validation sets have no events in order to characterize the system in a normal state (i.e., without faults).
A first scenario considering two chlorine measurement signals is shown in Figure 6 . These models, as mentioned before, are not capable of detecting a slow degradation fault, as in this case.
The PD model has detected a divergence between the sensor 0794 and the transport analyser X127701D since 15 January. As it can be seen in Figure 8(b) , there is a sequence of two solid blocks: the first detection, from 15
to 21 January, of the degradation fault, and the second from 22 to 24 January is the maintenance operation.
The models DV and PD perform in a similar way, detecting divergence between spatial related sensors and able to detect a drift fault. The models HW and ANN detect abrupt changes but not a drift fault. The MV model is the least sensitive model at detecting extreme events, the peaks being caused by the maintenance operation. Figure 9 shows another scenario. This is a real quality event where the chlorine concentration increased from 0.7 to 0.9. The resulting binarized residuals are shown in is the date when the WU expert detected the fault and anticipation is the number of days in advance provided by our approach regarding the event reported.
The rows with a blank in the event reported column, apparently false alarms, are motivated by two causes. On the one hand, the table shows only reported events, not planned maintenance operations (information not available).
Thus, some events detected by our approach have been fixed in the maintenance operations before being detected and reported by the WU experts. For instance, Figure 13 With the approach presented in this work, we anticipated by 12.4 days, on average, the detection of a sensor problem before the fault was reported by the WU expert using knowledge accumulated by visual analysis.
CONCLUSIONS
This paper has proposed a methodology to detect water quality changes based on multi-parametric sensors. It has been shown that it is not possible, looking at the different tests separately, to distinguish between a sensor fault and an actual quality event. A fault diagnosis algorithm has been developed that is able to distinguish between water quality events and problems affecting the sensors, such as loss of sensitivity.
This approach has been applied to the Barcelona water network, and the results obtained show that the methodology detailed is able to anticipate the detection of future problems in chlorine sensors compared to the visual analysis applied by WU experts. Hence, the proposed approach improves the water quality control management and reduces the corrective maintenance actions. As a future research, it is planned to integrate the hydraulic model in the methodology in order to reduce the uncertainty of the methodology, and extend the proposed methodology to predict the degradation of the sensors and to plan the maintenance according to the sensors' health. 
